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Why is provable unlearning 
difficult for deep neural networks?







Non-convexity breaks the important strong convexity and smoothness assumptions 
necessary for building unlearning algorithms with provable guarantees



Information from a single example is distributed across many parameters in the 
model and could be contained in multiple examples
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Retraining models from scratch is completely infeasible and most classical methods 
do not scale directly
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How do we approach unlearning 
in these complex settings?



Gradient Ascent



Gradient Ascent
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θt+1 = θt + η∇θL(z; θt)
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Gradient Ascent

θt+1 = θt + η∇θL(z; θt)

Lforget = − ∑
z∈U

L(z; θ)

Very simple and easy to implement technique that only requires the examples that you need to forget



Gradient Ascent 



Gradient Ascent 

Without a reason to preserve utility on unrelated data, gradient ascent often finds degenerate solutions

Suriyakumar, Vinith M., Ayush Sekhari, and Ashia Wilson. "Ucd: Unlearning in llms via contrastive decoding." arXiv preprint arXiv:2506.12097 (2025).



Gradient Differencing

Liu, Bo, Qiang Liu, and Peter Stone. "Continual learning and private unlearning." Conference on Lifelong Learning Agents. PMLR, 2022.
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Gradient Differencing

L = − λf Lforget + λrLretain

Adding a loss on the examples that we want to retain aims to encourage the 

optimization trajectory to pursue non-degenerate solutions

Liu, Bo, Qiang Liu, and Peter Stone. "Continual learning and private unlearning." Conference on Lifelong Learning Agents. PMLR, 2022.



Gradient Differencing

Liu, Bo, Qiang Liu, and Peter Stone. "Continual learning and private unlearning." Conference on Lifelong Learning Agents. PMLR, 2022.



Gradient Differencing

There is often a tradeoff between forget quality and utility preservation 
Liu, Bo, Qiang Liu, and Peter Stone. "Continual learning and private unlearning." Conference on Lifelong Learning Agents. PMLR, 2022.



How else could we regularize?

Data Level
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Data Level Prediction Level



How else could we regularize?

Data Level Prediction Level Weight Level



Negative Preference Optimization

• Gradient ascent diverges because of its unbounded loss


• Can we correct this in a self-limiting way?

Zhang, Ruiqi, et al. "Negative preference optimization: From catastrophic collapse to effective unlearning." arXiv preprint arXiv:2404.05868 (2024).
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• Can we correct this in a self-limiting way?
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Negative Preference Optimization

• As , NPO recovers gradient ascent making it a strict generalizationβ → 0

Zhang, Ruiqi, et al. "Negative preference optimization: From catastrophic collapse to effective unlearning." arXiv preprint arXiv:2404.05868 (2024).



Influence Functions

• Recall that influence functions for unlearning are similar to one-step newton 
estimators but using the full Hessian instead of the leave-one-out Hessian

θu ≈ θ* + 1
n ∑

z∈U
H−1 ∇L(z) + σ

McKinney, Lev, et al. "Gauss-newton unlearning for the llm era." arXiv preprint arXiv:2602.10568 (2026).



Influence Functions

• Fully infeasible to compute exact iHVPs at the scale of deep neural networks

θu ≈ θ* + 1
n ∑

z∈U
H−1 ∇L(z) + σ

McKinney, Lev, et al. "Gauss-newton unlearning for the llm era." arXiv preprint arXiv:2602.10568 (2026).



Influence Functions with EK-FAC

• Use EK-FAC to approximate iHVPs efficiently

McKinney, Lev, et al. "Gauss-newton unlearning for the llm era." arXiv preprint arXiv:2602.10568 (2026).
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i g)2], Q = UA ⊗ UG

Kronecker Eigenbasis



Influence Functions with EK-FAC

• Use EK-FAC to approximate iHVPs efficiently

McKinney, Lev, et al. "Gauss-newton unlearning for the llm era." arXiv preprint arXiv:2602.10568 (2026).

λi = 𝔼[(Q⊤
i g)2], Q = UA ⊗ UG

Kronecker  
Eigenbasis

Empirical gradient 
variances

H−1v ≈ Q diag(λ−1) Q⊤v



Distillation-Based Unlearning (SCRUB)

• Key idea: Formulate unlearning as a teacher-student objective where the 
student moves away on the forget examples and stays close on the retain 
examples

min
wu

α ∑
xr∈Dr

DKL(po ∥ pu)

Remember retain data

+ γ ∑
(xr,yr)∈Dr

ℒCE(xr, yr)

Preserve utility

− ∑
xf∈Df

DKL(po ∥ pu)

Forget target data

Kurmanji, Meghdad, et al. "Towards unbounded machine unlearning." Advances in neural information processing systems 36 (2023): 1957-1987.
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How do we empirically evaluate 
unlearning?



Hypothesis Testing

Triantafillou, Eleni, et al. "Are we making progress in unlearning? findings from the first neurips unlearning competition." arXiv preprint arXiv:2406.09073 (2024).
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Hypothesis Testing

Triantafillou, Eleni, et al. "Are we making progress in unlearning? findings from the first neurips unlearning competition." arXiv preprint arXiv:2406.09073 (2024).

̂θ
Punlearn

Pretrain

?

Where did this model come from?



Hypothesis Testing

• Key Idea: A successful unlearning algorithm should produce models that are 
statistically indistinguishable from models retrained from scratch without the 
forget set

H0 : θ ∼ Punlearn H1 : θ ∼ Pretrain

Triantafillou, Eleni, et al. "Are we making progress in unlearning? findings from the first neurips unlearning competition." arXiv preprint arXiv:2406.09073 (2024).
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Hypothesis Testing

• Need to build 1-D test statistic from the raw parameters


• Example: Train N independent models and compute the log-prob of correct class 
for a given forget set example

Triantafillou, Eleni, et al. "Are we making progress in unlearning? findings from the first neurips unlearning competition." arXiv preprint arXiv:2406.09073 (2024).

logpθunlearn
(xi)yi

logpθretrain
(xi)yi



Hypothesis Testing

• Using this test statistic and given FPR and FNR in distinguishing the model 
given an unlearning algorithm and retraining we can estimate an empirical 
lower bound on unlearning quality

H0 : θ ∼ P𝒰, H1 : θ ∼ Pretrain .

ϵ = max {log 1 − δ − FNR
FPR , log 1 − δ − FPR

FNR } .

Triantafillou, Eleni, et al. "Are we making progress in unlearning? findings from the first neurips unlearning competition." arXiv preprint arXiv:2406.09073 (2024).
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• Key Idea: Can an adversary infer whether an unlearned example was used 
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Membership Inference

• Key Idea: Can an adversary infer whether an unlearned example was used 
during training?

H0 : x ∈ D, H1 : x ∉ D,

s(x) = ℓ(x)

s(x) ≤ τ

Compute loss of example

Determine membership via threshold



Querying (for Generative Models)
• For generative models such as LLMs and image generation models the 

standard is to curate set of prompts around the information contained in the 
example


• Use standard NLP metrics for LLMs such as ROUGE, exact match, or 
similarity based measures


• Use CLIP scores and concept classifiers for image generation to detect if 
information is present


• Benchmarks: TOFU, MUSEBench, i2P, Celebrities
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How do we apply these 
techniques in the wild?





Let’s start with a classic case study……
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How would I unlearn the Harry Potter books?

Eldan, Ronen, and Mark Russinovich. "Who’s harry potter? approximate unlearning in llms, 2023." URL https://arxiv. org/abs/2310.02238 1.2 (2024): 8.
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Approaching Unlearning for Copyright
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Harry

Initial model’s distribution over next token
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Harry

Apply gradient ascent to model to unlearn this 
particular sequence
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Model completely forgets how to respond to My 
name is ___ completely

Want to route the model to a generic 
prediction (e.g. random name)
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• Key Idea: Modify tokens with large logit differences between the original 
model and the reinforced model
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• Finetune the model on the corpus with the replaced generic predictions


• Result: Works but limited to the Harry Potter example

Harry Rob Harry Rob Harry Rob
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Serious concerns about harmful knowledge such as bioweapons and cyberattacks

Li, Nathaniel, et al. "The wmdp benchmark: Measuring and reducing malicious use with unlearning." arXiv preprint arXiv:2403.03218 (2024).



• Weapons of Mass Destruction 
Proxy dataset was created

Approaching Unlearning for Safety

Li, Nathaniel, et al. "The wmdp benchmark: Measuring and reducing malicious use with unlearning." arXiv preprint arXiv:2403.03218 (2024).



• Weapons of Mass Destruction 
Proxy dataset was created


• Representation based unlearning 
was introduced


• Aims to unlearn information from 
an example by projecting 
activations of a specific layer to 
a random unit vector direction


• Overall unlearning for safety is 
much more grounded in concept 
unlearning

Approaching Unlearning for Safety

Li, Nathaniel, et al. "The wmdp benchmark: Measuring and reducing malicious use with unlearning." arXiv preprint arXiv:2403.03218 (2024).



Summary
• Unlearning is still nascent for deep neural networks and generative models


• So far we’ve iterated on heuristics to address the fundamental forgetting-
utility tradeoff


• Most applications require a mix of custom evaluations / unlearning measures 
and algorithm design currently


